
Keeping children safe on digital 
devices
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Key advice

1. Ensure you set all passwords - children should not know them or have their own. 
Passwords to unlock the device itself and any social media account password

2. Supervise all online activity. Any unsupervised usage poses a risk to accessing harmful 
content or being involved in inappropriate or unsafe communication.

3. Check your child’s browser history and app downloads. Know exactly what they are accessing.

4. Communicate that total privacy is unsafe at this age.

5. Frame device access as a privilege that is earned through trust and responsible, kind 
behaviour. Remove the device if actions are not responsible, respectful and kind.

6. Ensure the device is not accessible overnight. Keep it somewhere safe where children cannot 
access it.

Please make an appointment to bring any device in to school for support with adjusting settings.



Group chats - multiple platforms (Whatsapp, Discord, Snapchat + gaming accounts and more)

Group chats with unknown members
If your child is added to a group chat, they have no control over who else enters the chat and has access to 
their mobile phone number. They can then receive direct messages and calls from a stranger. Someone 
may claim to be a friend of a friend or a child from a nearby school but your child has no way of knowing 
whether this is true or not.

Inappropriate content
Photos, videos, web links and voice notes can be sent over these platforms. There is no filter ensuring that 
the content your child sees is safe. Content that your child posts can be screen-grabbed or filmed and 
shared beyond the group they are in. The sharing of screen-grabs and films can cause significant distress. 
Unkind content may be shared in this manner, as well as content that is no longer in context. 

Social exclusion and cyber-bullying
The group ‘admin’ controls who is allowed in the group. Your child can be excluded from groups which 
involve their friends in school. There may be pressure to be online at certain times or your child may feel 
anxious about being left out of certain conversations. This can have an impact on their happiness at 
school and at home. Some children send hurtful messages via WhatsApp that they would not say in 
person. These messages can be deleted so you may not see them on the thread later.



Messages for families and schools to ensure children understand

1. Your online persona should be a reflection or your kind, respectful and responsible self. 
Never write, post, share or participate in communication which is discriminatory or unsafe.

2. What you do online leaves a mark. It impacts the people you communicate with. It leaves a 
digital footprint. Your messages, pictures and interactions now (aged 10-11) can be saved, 
stored and shared for the rest of your life.

3. Be mindful who you share with and trust. You may trust a friend now, but this relationship 
may change. Not everyone you communicate with online is who they say they are.

4. Speak to trusted adults with any worries or concerns. Issues can be resolved with adult 
help but are likely to escalate and cause more distressed when kept secret.
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