
Keeping our Children Safe
Springfield’s partnership approach to digital device safety
Tuesday 10th September 2024 



Acceptable Use - please read and sign 



Your child’s Acceptable Use agreement - explained and signed in school and a copy shared 
with you
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What is our approach?

Our goal is to be proactive and to work in partnership with 
families to prevent the detrimental and damaging impact 
phone/ digital device ownership and use can have on children.

We aim to be a primary school where NO child ‘owns’ a mobile 
phone/ tablet or accesses a tablet device without being 
supervised.

We aim for NO child to participate in group chats on any 
platform.

We aim for NO child to have any personal social media account 
e.g. Whatsapp, Instagram, Tiktok, Discord etc.

We are striving for a culture of support and solidarity - where a 
shared approach makes it easier for each individual family.



Why has is there an updated approach at Springfield?

We are responding to a rapidly changing digital world and 
highly significant risks.

We are responding to emerging issues and our experiences 
with children and families at Springfield and in the borough.

We are acting on the advice of our safeguarding partners.

We believe wholeheartedly in an approach where adults take 
responsibility for ensuring children’s wellbeing, mental health 
and physical safety are protected at all times.



Risks of mobile device use and unsupervised access to the internet and social media



Risks of group chats - multiple platforms 
(Whatsapp, Discord, Snapchat + gaming accounts and more)

Group chats with unknown members
If your child is added to a group chat, they have no control over who else enters the chat and has access to 
their mobile phone number. They can then receive direct messages and calls from a stranger. Someone 
may claim to be a friend of a friend or a child from a nearby school but your child has no way of knowing 
whether this is true or not.

Inappropriate content
Photos, videos, web links and voice notes can be sent over these platforms. There is no filter ensuring that 
the content your child sees is safe. Content that your child posts can be screen-grabbed or filmed and 
shared beyond the group they are in. The sharing of screen-grabs and films can cause significant distress. 
Unkind content may be shared in this manner, as well as content that is no longer in context. 

Social exclusion and cyber-bullying
The group ‘admin’ controls who is allowed in the group. Your child can be excluded from groups which 
involve their friends in school. There may be pressure to be online at certain times or your child may feel 
anxious about being left out of certain conversations. This can have an impact on their happiness at 
school and at home. Some children send hurtful messages via WhatsApp that they would not say in 
person. These messages can be deleted so you may not see them on the thread later.



Risks of mobile device use and unsupervised access to the internet and social media

https://nationalonlinesafety.com/hub/view/guide/ofcom-s-media-use-attitudes-report-2023
https://nationalonlinesafety.com/hub/view/guide/ofcom-s-media-use-attitudes-report-2023


What can you do at home?

Start a clear message early: children at Springfield do not own phones. They do not 
have social media like Whatsapp. We are proud of this because it helps to keep us all 
safe!

Supervise any access to a device. Even short moments of unsupervised usage present 
real risks.

Ensure NO shared device is accessed in a private space e.g. bedroom or with 
headphones on.

Apply filters and safety settings e.g. blocking YouTube and only allowing access to 
YouTube Kids.

Ensure ONLY adults know passwords to a device or any account.

Holding the line together makes it easier for each and every family.



Our Curriculum

We teach children valuable knowledge to help them to stay safe in the future. 
-age limits and restrictions
-never sharing personal information online e.g. a name/address/photo
-never meeting strangers
-communicating kindly - all communication leaves a ‘digital footprint’
-screen time limits
-not trusting all content online - knowing how to check the reliability of a source
-not being tricked by scams or tempted by in-app purchases
-strong passwords 
They cannot be responsible for applying all of this learning independently now because they are far too 
young.

It is really important that these messages are echoed and applied at home for them to really have an 
impact.

We do not just want children to ‘know’ how to be safe. We want them to use this knowledge even in 
contexts where apps and devices are specifically designed to be addictive and to encourage less safe 
behaviour.

We have to work actively against the ‘pulls’ of the social media companies and the marketing of the 
devices. 



We ask everyone to hold the line in the children’s best interests

A child may say We can say

I’m the only one without a phone! Springfield is a proudly phone-free school. Most/ all of your 
friends do not have a phone. We are part of that 
community/team so you will not be having a phone.
I know … and … also do not have phones.
You don’t have to like this rule but it isn’t changing.

Please can I just use your phone to talk to 
my friends on Whatsapp or I’ll be left out.

Whatsapp is not appropriate for primary aged children.
As your parent/carer I’m keeping you safe by not letting you use 
it. Instead, you can…

I’m just going to play this game on the 
tablet. It has music so please can I use 
headphones?

Let me check exactly what is in the game and make sure there 
is no ‘chat’ function.
I need to see the tablet flat on the table so I can see the game. 
You need the sound playing out loud on a low volume so I know 
what you are doing. 

I need to do some research for home 
learning. Please can I Google it?

You can search it with me.
Let’s look on Curriculum Visions together - it’s safe and reliable.



Myth Busting

Myth Reality

My child will be isolated because they are not on 
social media.

We have received more reports of isolation as a result 
of using social media because children can leave 
their friends out digitally e.g. blocking from a group/ 
creating a new group.

Children without social media/ phones can more 
easily be reassured that they are not left out because 
they just don’t have a device.

My child needs a smartphone to be safe. In so many ways, phones create dangers:
-cyber bullying
-damage to self-esteem
-body image concerns
-isolation 
-contact from strangers
-hidden peer pressure
-theft
-road safety



Safety for Y6 transition - using ‘brick’ phones/non Smart Phones instead

Some secondaries are proactively taking this route.

Access to calls and texts - ‘I’ve arrived safely at school.’

Cheaper to buy and run.

No social media access.

Less valuable - lower theft risk.

Less addictive.



Safeguarding 
iREPORTit
The iReportit App has launched! This free app allows the public to 
easily and anonymously report terrorist/violent extremist content 
online. With increased internet usage initially due to the national 
lockdown, there has also been an increased opportunity for 
members of the public to be exposed to disturbing material. Now 
using this app, content can be reported and removed, therefore 
countering the online presence of violent extremists. All content 
reported is reviewed by specially trained officers and  appropriate 
action taken. Community strength and cohesion, both in physical 
and digital spaces, is vital to a strong and powerful society. 
Empowering the public with the tools like this, help stop violent  
extremism taking root and is a crucial part of this. 
For more information please go to #iREPORTit on Twitter.



ttps://nationalonlinesafety.com/hub/view/guide/social-media-mental-health-the-positive-and-negative-impacts 
 

https://nationalonlinesafety.com/hub/view/guide/social-media-mental-health-the-positive-and-negative-impacts

